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UNPREDICTABLE BINARY STRINGS
R.M. LOW, M. STAMP, R. CRAIGEN, AND G. FAUCHER
ABSTRACT. We examine a class of binary strings arising from con
siderations about stream cipher encryption: to what degree can one
guarantee that the number of pairs of entries distance k apart that
disagree is equal to the number that agree, for all small k? In a
certain sense, a keystream with such a property achieves a degree
of unpredictability. The problem is also restated combinatorially in
terms of seating arrangements.
We examine sequences s of length 2n in which this property holds
for all k � Mn , where Mn is the largest number for which this is
possible among strings of length 2n. We give upper and lower bounds
for Mn, and give optimal sequences of all lengths up to n = 26.
We also show how to obtain classes of special orthogonal arrays and
balanced sign graphs from such sequences.

1. BACKGROUND
A stream cipher cryptosystem is illustrated in F igure 1. The original
message, or plaintext, is encrypted by adding (elementwise modulo 2) a
pseudo---random sequence of bits to the message. This pseudo---random se
quence of bits is known as a keystream. The resulting ciphertext can then
be transmitted over insecure lines. The recipient can recover the plaintext
by adding, modulo 2, the same keystream to the ciphertext.
Stream ciphers are a natural generalization of the one--time pad, or Ver
nam cipher. With a one--time pad, a "random" string of bits, or pad, is
used to encrypt, and this pad can only be used once. While the one--time
pad is provably secure [12], the drawbacks are many. For example, the ran
dom pad is the same length as the message, and the pad must be securely
transmitted to the recipient before the ciphertext can be decrypted.
Stream ciphers replace the random sequence of the one--time pad with
a pseudo---random string of bits that are generated from a short secret key.
The result is a more practical cipher since only the short secret key needs
to be securely transmitted before using the system. The tradeoff is that the
stream cipher does not inherit the provable security of the one-time pad.
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Proof. Let s E s2n , g(s) ?:: n - l, and A = circ(s). By Lemma 1 and the
fact that AA T is symmetric,

We shall use, without comment, a few well-known and easily demon
strated facts about square circulant matrices A, B: (i) all row and column
sums of matrix A are equal; (ii) A T is circulant; and (iii) AB is circulant.
FormE z + , let us write Jm (or J, ifmis understood) for themx m
matrix of l's. Alternately, J = circ(l, 1,... ,1). Further, if A is a square
circulant of the same order, then AJ = rJ, where r is the row-sum of A.
Remark. Using this notation, a string s E S2n satisfies g( s) ?:: k if and only
if AAT= ¥(Ik+l + Jk+1), where A= circ(kH)x 2n (s).
We denote the concatenation of strings s and t by st. Note that ifs E S2m
)
and t E S2n , then st E S2(m+n .
3. BOUNDS ON Mn
Let us begin with a few technical lemmas.

s2n , A= circ(s). Then, g(s)?:: kif and onlyif AAT=
circ(t), where the first k + l elements of sequence t are (n,

Lemma 1. Let s E

¥, ¥, ... , ¥),

Proof. Observe that g(s) ?:: k if and only if rows 2,3,... k + l match row 1
in exactly n positions. Since each row contains exactly n 1's it is equivalent

¥.

to say that the dot products of these rows with row 1 is
The ith entry
oft is the dot product of rows 1 and i ofA; the dot product ofrow 1 with
itself is clearly n. The result follows.
0
One consequence of Lemma 1 is that Mn = 0 when n is odd.

Lemma 2. Let s E S2m and t E S2n , such that g(s), g(t) ?:: k, and suppose

that the first k + l elements of s and t are equal. Then g(st) ?:: k.

Proof. This follows from Lemma 1 and the observation that, under these

circ(s)
..
.
conditions, circ(st) can be part1t10ned m the form (
*
Lemma 3. Suppose s= (s 1, ..• ,s2n ) E

circ(t)
).
*

D

s2n , g(s) = k. Then:

i
l. For each i = 1,... ,2n, g(o- (s)) = k;
2. g(s2n, S2 n-l,, ·. ,S1) = k;
3. g(l - S1,1 - s2 ,... ,1 - S2n ) = k.

Proof. This follows immediately from the combinatorial interpretation of
D

the binary string problem.

We now establish upper and lower bounds for Mn , where n is even.
Theorem 1. For even n?:: 4, Mn � n - 2.
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where a occurs in the (n + 1)-th position. Now, AJ = A T J = nJ, so
= n2 J = (n + (2n - 2)¥ + a) J. Accordingly, a= 0.
Let s= pq, where p,q E {O, l} n . Then the (n + 1)-th row of A is qp,

AAT J

�), where B and C are n x n matrices. Since a = 0, the

so A = (�

dot product of p and q is O; it follows that p + q = (l,1, ... , 1), and so
B+C = J.
By matrix algebra, we see that every two rows of circ n x 2n (pq) = (BIG)
differ in exactly n positions. Since C = J - B, two rows ofB differ in exactly
the same positions as the corresponding rows ofC. Therefore, every two
rows of B must differ in exactly
positions.
Since q= (l,... ,1) - p, each row of B is obtained by circulating the
previous row and then interchanging O and 1 in the first position. Thus,
the difference of the row sums of consecutive rows is odd. Consequently,
the difference of row sums of rows two positions apart is even.
Let a, b, c,d be the number of positions in which two rows of B, made

¥

into a 2 x n array, have columns of the forms

G), G), (�)

and (�),

¥.

respectively. From the above discussion, we have that a + d = b + c =
Further, ifthe rows are consecutive, then (a+ b) - (a+ c) = b- c =
2b
is odd; thus is odd. On the other hand, if the rows differ in position by
2, this number must be even�a contradiction (for even n?:: 4).
D
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Theorem 2. For even n?:: 6, Mn?:: 4.

Proof. Observe that g(s) = 4 and g(t) = 6, where s = (101100001011) E
8 12 and t = (1011011110001000) E 8 16 . Also, the first five entries ofs and
t match. By repeated application of Lemma 2, if u is any string obtained
by concatenating multiple copies of s and t, then g(u) ?:: 4. Since 12, 16
and any multiple of 4 greater than 20 are nonnegative integer combinations
of 12 and 16, u can he taken to have any such length. A string u' oflength
D
20 with g(u') = 6 is given in Table l. The result follows.
The lower bound ofTheorem 2 can be improved for binary strings oflength
a power of two.
Theorem 3.

M2k ?:: k, for all k?:: 1.

Proof. Let s be a de Bruijn sequence [14] of length 2 · 2k = 2 k+1 . Clearly,
s E S2
. Let A= circ(n+1)x 2 n 1(s).
n +i

+
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